Business Justification

for the development of new ISO 20022 financial repository items
A. Name of the request:
Proposed short name: TOKE (“Payment Tokens Management Exchanges” series of message).

B. Submitting organisations:

· nexo A.I.S.B.L (former EPASOrg A.I.S.B.L.)

· ISO TC68/SC7/TG1

nexo is an international non-profit association of worldwide key card payment industry actors.  The mission of nexo is to foster interoperability by designing, developing, agreeing and following up the implementation of ISO 20022 common protocol standards related to secure card payments. 
nexo essentially addresses the Acceptor (Retailer) to Acquirer (Payment Institution) segment of the card payment value chain and is the initiator of ISO 20022 CAPE and ATM messages (the latter in cooperation with IFX Forum Inc.).
ISO TC68/SC7/TG1 is an ISO Technical Group which is part of ISO/TC 68/SC 7 Core banking dealing with ISO 20022 standards for card payments. This group has been the initiator of the ISO 20022 ATICA messages in the Acquirer (Payment Institution) to Issuer (Payment Institution) card payment value chain.
With their respective ISO 20022 card payment standards developments, both organisations (nexo and TG1) are covering the whole card payment value chain (from Acceptor to Issuer) with the delivery of full-fledged ISO 20022 standards.
Through the participation of common experts in both groups, the submitters are already facing today the issue of coordinating their standardisation activities to deliver end-to-end compliant specifications and this by ensuring a proper coherence at message level in maintaining the standards on both sides of the chain.
Both organisations do rely on their own decision making structures to ensure a proper coordination and issues resolution mechanisms if and when relevant.
C. Scope of the new development: 
The present Business Justification  addresses the registration of a set of messages to ensure the proper management of Payment Tokens associated with Token requests, Token issuance, Token provisioning and, in general, all actions related to the proper management and maintenance of Payment Tokens by a Token Service Provider.

Payment Tokens are surrogate values that intend to replace the payment card Primary Account Number (PAN) subject to fraud in today’s card payments. Payment Tokens may be used or not with today’s Cardholder Verification Methods (CVMs), including signature, online and offline PIN.
Highly secure mechanisms are foreseen to ensure the proper protection of Payment Tokens against misuse and also to make sure that a Token Requestor is the legitimate party when requesting a Payment Token.
A Token Requestor is an entity implementing the Tokenisation process by issuing Token Requests to a Token Service Provider. A Token Requestor is duly registered and identified uniquely by the Token Service Provider.
Potential Token Requestors include (but are not limited to): Merchants, Acquirers or their agents, Payment Enablers, Digital wallet providers and Card Issuers (and/or their agents). 

A Token Service Provider is an entity providing a Token service based on a secure Token Vault and its related secure processing mechanisms.

The proposed new development complies with “EMV
 Payment Tokenisation Specifications - Technical Framework” issued by EMVCo. It, however, intends to follow a more generic approach if required by the market whilst maintaining a proper compliance with those specifications.
Whilst the above EMVCo document will be used as an important written contribution throughout the design and modelling process of the standard, the proposed development will not be restricted to sole EMV transactions and will cover all types of card or card-related payment environments (contact, contactless, magnetic stripe, face-to-face, remote, mobile, virtual, etc.).

The present proposal, however, does not address the aspects of the tokenisation process associated with the card payment transaction per se (transport of the token with the payment transaction). The related elements associated with those messages will be included in the design of new card payment messages (e.g. ATICA) or will lead to formal ISO 20022 Change Requests to existing CAPE messages when needed.
The transport of payment tokens will not be restricted to EMV ones, but will address all types of existing tokens used for payment.
Figure 1 outlines an example of use of a token where the Payment Token is obtained by the Cardholder from a Token Service Provider through a Payment Enabler.
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Figure 2 depicts the request of a Payment Token by a Card Payment Network.  In this diagram, the Token Requestor is a Card Payment Network, but it could also be a Payment Enabler, an Acquirer, an Issuer, a Processor, a provider of digital wallets, etc. 
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The ISO 20022 Cards SEG (Standards Evaluation Group) will be the body actually involved in the evaluation of the present Business Justification since the proposed categories of messages will cover the domain of card and card-related payments exclusively.
At this point, no other SEG seems/needs to be involved in this process, unless Payments Tokens would become candidates for other types of payments usually managed by the ISO 20022 Payments SEG, in which case the Payments SEG would also be involved in this process.

All ISO 20022 Card Payment Messages do use a specific header which was actually defined prior to the issuance of the Business Application Header (BAH) by ISO 20022. 
The Submitting Organisations do therefore express their strong preference to re-use the existing header instead of adopting the new BAH one which would lead to the heavy task of re-designing all existing messages in order to ensure consistency between all card payment messages. 
The submitters will consider to provide – for an illustrative purpose essentially – the way to map the existing header used in card payments with the BAH defined by ISO 20022.
Proposed categories of messages

Messages will be developed to support the following categories of services provided by a Token Service Provider:
· Token Management (Issuance and Requests)

· Token Assurance Level Management
· Token to PAN Mapping (Acknowledgement and Retrieval)
· Token Lifecycle Management

It is assumed that a very first series of around 15 messages (gross estimation) could be expected for standardisation in order to support the above basic functions.

ISO 20022 Business Areas (BA)

This new development has identified the following new ISO 20022 Business Area (to be created in the Card Payments domain):
	ISO 20022 Business Area (BA)
	BA Code
	Description

	Payment Token Management
	tokm
	Messages that support card payment tokenisation management and administrative services between a Token Service Provider and a Token Requestor


ISO 20022 Syntaxes

The Submitting Organisations wish to use these models to generate messages in both ISO 20022 XML and ASN.1. 

They are also considering using JSON as an alternative syntax (other than the ISO 20022 XML or ASN.1 syntax) in addition to the messages generated by the RA.

It is, however, not in the intention of the submitters to request, along with the submission of the proposed Business Justification, the official recognition of JSON as an alternative coding syntax; at least at this stage of the process.

Should some implementers of the resulting message models wish to demonstrate the benefits of such an additional syntax, it would then be a decision of the submitters and/or the implementers to support their request with a revised BJ (as EPASOrg did in the past with ASN.1).

JSON (JavaScript Object Notation) is an open standard format that uses human-readable text to transmit data objects consisting of attribute–value pairs used primarily to transmit data between a server and web application, as an alternative to XML.

JSON is a language-independent data format. Code for parsing and generating JSON data is readily available in a large variety of programming languages.
D. Purpose of the new development:

Tokenisation being a rather new issue in an earlier phase of business development, there is no extensive track record of the implementation of the tokenisation process as of today.
The fast development of new ways of paying, especially through contactless devices such as mobile or smart phones, has led the card payment industry to consider the need for a prompt standardisation process, especially in the light of the need to reduce fraud and in support of innovative payment instruments associated to new payment behaviours.

Apart from the ISO 20022 XML syntax and ASN.1, the need for an additional syntax was outlined by some actors perceiving JSON as the ideal candidate to support – in addition to XML and ASN.1 - the whole process of tokenisation. 

Some of those actors in the card payment industry may be willing to demonstrate the benefits of such an additional syntax when performance associated with the time to response to a request is at stake. 
Should the request for a formal recognition by ISO 20022 of JSON as an additional syntax occur in the future, this would be done essentially for performance reasons and ease of implementation since - from a pure functional viewpoint - any syntax could be used to support the exchange of messages.

The sole difference in using a given syntax instead of another one would be for reasons of a) performance and/or b) the actual support of the relevant syntax from an application point of view.
E. Community of users and benefits:

The present Business Justification has identified the following categories of parties/actors that would use/benefit from the new messages:

Cardholders

Cardholders will benefit from a higher level of security and a better trust in effecting a card payment given the fact that the PAN usually used to perform the payment is replaced by a Payment Token which ensures a higher level of protection of this asset for which the risk of being compromised is much lower than for a traditional payment.

Merchants

Due to the much lower risk of card data being compromised at the point of interaction with the cardholder, merchants will enjoy a higher level of trust in accepting payments based on the use of Payment Tokens even though the merchant may not always be aware that a payment is processed as a token-based one.

Tokenisation would also provide an additional way of accepting cards through a new channel giving the opportunity for merchants to improve their business.

 Acquirers

Acquirers and their agents will enjoy a higher level of trust in accepting from their merchants transactions initiated by tokens. This will have as an effect to reduce to a large extent the rate of fraudulent transactions whilst having a direct positive impact on their liability vis-à-vis the issuer of the card.
Issuers
The role of issuers is key in accepting card payment transactions. Token-based transactions should reduce the level of declined authorisations and also the need to effect additional security checks prior to authorising a card payment transaction. Furthermore, issuers will have a complete freedom to ensure the provision of token services themselves or rely on a third-party to ensure this task on their behalf.
Additional benefits are also expected for the following actors of token-based payments:

· Payment enablers: those actors who are usually Original Equipment Manufacturers (OEM) or major actors involved in the manufacturing and delivery of smartphone equipment will benefit from a much faster delivery of their payment solution on the market. Whilst they may not be directly interested or involved in the payment itself, they are perceived by their customers as global providers of solutions facilitating the daily life of their customers in various domains. The time-to-market delivery of payment solutions is key in the delivery of this global offer of services.
· Processors: Processors are expected to benefit from the business deployment of this new service of payment token provisioning among actors of the card payment and from issuers in particular. This new high value-added service will come in addition to the processing services offered today to their customers.

· Digital wallet providers: Wallets do contain payment instruments which are, most of the time, card-based. The success of digital wallet payments will depend essentially on the capability of those new payments to offer a higher level of trust and security than today card payments based on a PAN.
Expected timeframe

This new series of ISO 20022 messages should be designed and developed within the best timescales given the fact that they are usually related to highly innovative new means of payment which require a short time-to-market delivery.

Adoption scenario 

By issuing an ISO 20022 standard at an early stage of development of the tokenisation acceptance by the market, it is expected that the actors will avoid a phenomenon usually encountered when standardisation comes too late after market acceptance of the solution and when the market has to support different de facto standards once the adoption of the solution has gone to a stage where no backward standardisation process could be envisaged.
Use of BAH
Actually, in the absence of a BAH at the early stage of development of ISO 20022 card payment messages, the equivalent of the BAH header has been designed and adopted for all ISO 20022 card payment messages so that it became a de facto standard for the card payment industry and this prior to the issuance of the official BAH by ISO 20022.

Adopting a new BAH in addition to the existing headers would create discrepancies at the application level for most implementers who would have to support two different types of headers (existing ones and BAH) which would lead to additional costs at the implementation level but also in the maintenance process of the standard.

Whilst the submitters may consider in the future to migrate from the existing headers to the BAH ones, they are of the opinions that this should be seen in a longer term perspective and once most ISO 20022 card payment messages have been developed so that the change would  be carried out only once for all messages at the same time..
Volumes

Volumes are difficult to predict at this early stage of the tokenisation development process.

A recent initiative in token-based payment in the USA by a major manufacturer of smart phones acting as a Payment Enabler in cooperation with some major International Card Schemes acting as Token Service Providers on behalf of some major card issuers has demonstrated than in less than a month more than a million of cardholders had subscribed to a new payment application using tokenisation as the main driver of their payment solution. The solution is already accepted in more than 220 000 stores in the USA alone.

Sponsors and adopters
The joint submission of this Business Justification by both nexo and ISO TC68/SC7/TG1 has the main advantage that almost all the major actors of the worldwide card payment industry (retailers, banks, card schemes, processors, manufacturers, software providers) are supporting this standardisation initiative and its expected timeframe for development.
The main TG1 contributors are (but not limited to): Visa Europe, Discover, EPASOrg/nexo, Groupement des Cartes Bancaires, NETS Denmark, Security Research and Consulting – SRC, SIX Payments, Equens, AMEX, Crédit Agricole Cards & Payments.
EPASOrg/nexo contributors are (but not limited to): Visa Europe, Groupement des Cartes Bancaires, SRC, UniCredit, Crédit Agricole Cards & Payments, ACI Worldwide, First Data, Crédit Mutuel, Groupe Desjardins, Ingenico, VeriFone, Worldline, Wincor-Nixdorf, Total, Poste Italiane, PAN Nordic Card Association, Equens, Consorzio Bancomat, EURO Kartensysteme, Banque Accord, SIX Payments, OKI, Hitachi, Monext, Auriga, TAS group, ATMIA, SIBS, Elitt, Redsys, KAL Software, Infomil, SIBS, Lyra Network, etc.
F. Timing and development:

Urgency of the development
The proposed development needs to start asap in order to meet the time-to-market constraints for deployment of such highly innovative ways to pay as outlined above.

A six-month design and messages development seems a reasonable time frame given the above market constraints and the need to act fast.

Expected consequences of a delay

Delaying this standardisation initiative or postponing its development by several months or more may jeopardise the whole market acceptance of this solution given the absence of a universal common standard today. The risk of relying on proprietary solutions would appear to be higher with the danger that any further delay may compromise even further the whole standardisation process and its acceptance by the actors of the market.

Timeframe for message development

Part of the global modelling of the functional solution has already been carried out.

It is therefore expected that, once the green light has been obtained by the Submitting Organisations for this new initiative, a first series of ISO 20022 Candidate Messages could be expected to be submitted to the ISO 20022 Registration Authority by second half of 2015.

 Involvement of organisations in the development process
Work has already started at both nexo and ISO TC68/SC7/TG1 levels as regards the transaction aspects of the card payment, namely in the phases of authorisation, completion/financial presentment and reconciliation.
An intensive part of this process involves the consistency of information to be ensured in both acceptor-to-acquirer and acquirer-to-issuer legs of the card payment value chain.

The management and administrative part of this whole initiative which concerns the exchanges of messages between the Token Service Provider and Token Requestor will require the development of new pairs of messages, hence the present Business Justification.

Other standards initiatives addressing the same requirements

The Submitting Organisations are unaware of any other global standardisation or industry-driven initiative addressing the same objectives at the time of submission of the present Business Justification. Most actors do rely today on proprietary-based enhancements of existing ISO 8583 messages with the addition of some proprietary-developed messages of their own. By adopting full-fledged universal ISO standards in replacement of proprietary specifications, those actors will benefit from a larger interoperability base than the one existing today.
G. Commitments of the submitting organisations:
Undertaking the development of the candidate ISO 20022 business and message models
The Submitting Organisations do commit to carry out the development of ISO 20022 Candidate Messages along the lines of the ISO 20022 business and message models.
Submission of messages for compliance and review

The Submitting Organisations do commit to submit to the RA for compliance review and evaluation ISO 20022 Candidate Messages complying with the ISO 20022 Master Rules and Part I of the Message Definition Report (MDR), the ISO 20022 Message Transport Mode (MTM) that nexo A.I.S.B.L and ISO TC68/SC7/TG1 recommend considering with the submitted message set.
Commitment to address queries

The Submitting Organisations do also commit to address any queries related to the description of the models and messages as published by the RA on the ISO 20022 website.

Information about changes in the number of messages and timing of their submission to the RA

The Submitting Organisations do commit to inform the RA accordingly.

Testing of ISO 20022 Candidate Messages

One of the Submitting Organisations (nexo) usually develops its own series of test cases in order to assess the compliance of a given implementation vis-à-vis the related ISO 20022 Candidate Messages.

nexo does commit to test the messages after the ISO 20022 Registration Authority qualification and once the validation process by the relevant SEG have been completed (and so after the messages dissemination on the official ISO 20022 Web site). 

In the absence of a formal recognition of JSON by ISO 20022, only implementations based on XML and ASN.1 will be considered as ISO 20022 compliant ones.
Further message maintenance
The Submitting Organisations do commit to ensure the joint further maintenance of its ISO 20022 messages.
Intellectual Property Rights

The Submitting Organisations do confirm their knowledge and acceptance of the ISO 20022 Intellectual Property Rights policy outlined as follows.

“Organizations that contribute information to be incorporated into the ISO 20022 Repository shall keep any Intellectual Property Rights (IPR) they have on this information. A contributing organization warrants that it has sufficient rights on the contributed information to have it published in the ISO 20022 Repository through the ISO 20022 Registration Authority in accordance with the rules set in ISO 20022. To ascertain a widespread, public and uniform use of the ISO 20022 Repository information, the contributing organization grants third parties a non-exclusive, royalty-free licence to use the published information”. 

H. Contact persons:
The following persons can be contacted by the RA, RMG or SEG to get additional information on the project and/or its business justification.

	ISO TC68/SC7/TG1
	William VANOBBERGHEN

ISO TC68/SC7/TG1 Convenor

c/o Groupement des Cartes Bancaires

151bis rue Saint Honoré

FR-75001   Paris

TF : +33 6 72 95 19 03

E-mail : william-vanobberghen@cartes-bancaires.com

	nexo
	Louis JENNY

Technical Steering Committee Chairman

nexo A.I.S.B.L.

Rue du Luxembourg 19-21

BE-1000   Bruxelles

TF : +33 6 10 27 70 04 

E-mail : louis-jenny@epasorg.eu


I. Comments from the RMG members and relevant SEG(s) and disposition of comments by the submitting organisation:

Submitter of comments: Rainer Vogelgesang, Switzerland

Date: 16 December 2014

General remarks
In general, the Swiss community is supportive of the proposed standardisation of Payment Tokens Management Exchange. Amongst the contributors to the two submitting organisations, nexo

A.I.S.B.L and ISO TC68/SC7/TG1, feature representatives of Swiss organisations. This demonstrates the interest in the proposed standardisation within the Swiss financial community.

Detailed remarks
1. Chapter B., page 1, ‘Submitting organisations’:

As there are multiple organisations acting as submitters of this BJ, first, it should be clarified how responsibilities are distributed amongst the organisations, e.g. what mechanisms have been put in place between the organisations for decision making and issue resolution.

Second, it should be clarified what mechanisms are foreseen between the ISO 20022 committees (RA, RMG, etc) and the submitting organisations for efficient management of the development and maintenance processes and for resolution of issues, in particular, as there is not one unique submitter that could act as single point of contact.

Disposition of comments
The submitters do welcome the support of the Swiss financial community and would like to address below the concern of the Swiss financial industry.
Sub-comment 1:

Actually two main groups will be addressing those issues to cover the whole card payment value chain: 

· nexo (former EPASOrg) will essentially address the Acceptor (Retailer) to Acquirer (Payment Institution) segment of the card payment value chain and is the initiator of ISO 20022 CAPE and ATM messages (the latter in cooperation with IFX Forum Inc.) and

· ISO TC68/SC7/TG1 which is an ISO Technical Group part of ISO/TC 68/SC 7 Core banking issuing ISO 20022 standards for card payments. This group has been the initiator of the ISO 20022 ATICA messages in the Acquirer (Payment Institution) to Issuer (Payment Institution) card payment value chain.

With their respective ISO 20022 card payment standards developments, both organisations are covering the whole card payment value chain (from Acceptor to Issuer) with the delivery of full-fledged ISO 20022 standards for the whole card payment industry worldwide.

Through the participation of common experts in both groups, both Submitting Organisations are today already facing the issue of the coordination of their standardisation activities to deliver end-to-end compliant specifications. Both organisations do rely on their own decision making structures to ensure a proper coordination and issues resolution mechanisms if and when relevant.

It should be stressed that SIX Group is a member of both nexo and ISO TC68/SC7/TG1 initiatives and, no doubt, will be an active contributor in this work.
Sub-comment 2:

The submitters commit to follow the mechanisms to address management, maintenance and resolution issues as per the rules put in place by ISO 20022 and its Registration Management Group.

No other additional or alternative mechanisms are foreseen which would not comply with the said official rules and which could create possible discrepancies with those provisions.

2. Chapter C., page 4, paragraph starting ‘All ISO 20022 Card Payment Messages do use …’: The option for a submitter not to support the BAH was conceived in the ISO 20022 standard,

amongst others, for cases where the messages in question already existed prior to the

availability of the BAH.

However, in the case of this business justification (BJ), it is difficult to understand why the opportunity to introduce the BAH together with the very first submission of the proposed message set is missed. The submitters should provide a detailed explanation as to what led to the conclusion that the BAH could not be considered for the messages proposed, nor a migration of the existing related cards messages to using the BAH could be envisioned.
If the use of the BAH could not be re-considered by the submitters, the submitters should outline whether they could provide a mapping of the proprietary header to the BAH. This mapping should be added to the BAH MUG (chapter 3 entitled ‘Mapping of the BAH to other headers’) which is available on www.iso20022.org under the following link: http://www.iso20022.org/documents/general/BAHMUG.zip
In the same vein, the submitters should provide information that details which elements available in the BAH have been retained in the document part of the messages (‘duplication of elements’). This measure is proposed in order not to close the door to a future migration to the BAH and/or to enable the adoption of the proposed messages by other communities that may prefer to use the BAH with the proposed messages.

Disposition of comments
Actually, it was the intention with the proposed new development to preserve - from a strict application viewpoint - the compliance with existing ISO 20022 acceptor-to-acquirer (CAPE) and acquirer-to-issuer (ATICA) card payment messages.

Since those messages have been, either developed or designed before the issuance of the recent BAH header, it would make more sense to keep the same header structure as the ones existing today for all card payment messages.

The recently developed BAH has, however, a lot of commonalities with the headers adopted in the card payment domain so that the door remains, indeed, open for a future migration to a BAH when the time will be appropriate.

The submitters will consider to provide – for an illustrative purpose essentially – the way to map the existing header used in card payments with the BAH defined by ISO 20022.

Since all ISO 20022 card payment developments and implementations are using today the same card payment header; the provision of a mapping with a BAH which was never implemented nor tested by those actors may not add any value in their implementation process.
3. Chapter C., page 5, sub-section entitled ‘ISO 20022 Syntaxes’

According to this section, the submitters plan to employ three syntaxes, XML, ASN.1 and JSON.

Of these syntaxes, XML and ASN.1 are understood to be syntaxes within the scope of ISO 20022, whilst JSON at this stage is not an ISO 20022 syntax.

Whilst it is stated that XML and ASN.1 are intended to be used to generate models, it is not clear what intentions there are as regards the use of JSON. It should be clarified whether there are any additional uses beyond generating models for XML and ASN.1 and what type of use is planned for JSON.

It is believed that, as long as, JSON is not an approved ISO 20022 syntax, any implementations of the proposed messages in this syntax could not be considered as ISO 20022-compliant message implementations.

If the submitters are only providing, in the BJ, the details of their intended use of JSON on a for- information-only basis, this should be stated explicitly in the text of the BJ. If, on the other hand, the submitters have plans to request that JSON be considered as an additional ISO 20022 syntax, the submitters should specify through which mechanism they intend to request this recognition of JSON and, if so, when such request is planned to be issued.

If it is required for the submission of this business justification that JSON be accepted as an ISO 20022 syntax, the submitters should clarify how this BJ submission can fulfil the ISO 20022 registration criteria before JSON has achieved such status of an ISO 20022 syntax.

If the submitters plan to go ahead with a proprietary implementation of the proposed ISO 20022 messages in JSON, it is understood that such message implementations in JSON would be based on a proprietary ‘translation’ of the ISO 20022 message models into a representation based on JSON. If at a later stage, JSON were to achieve the status of a future ISO 20022 syntax it is not unlikely that the earlier proprietary translation would differ from the ISO 20022 inherent mapping from ISO 20022 message model to the message representation in JSON. In this case, the submitters should indicate whether they are able to and can already at this stage commit a migration to the ISO 20022 standard version of JSON, if such support for JSON were approved through the applicable ISO 20022 process.

In this context, the submitters should indicate whether an approach to employ ASN.1 encodings has been considered in order to arrive at message instances in JSON syntax. Thus, through a yet to be defined ASN.1 encoding for JSON, interoperability with applications using XML or ASN.1 messages could be made easier. In addition, this approach would not impact the ISO 20022 standard in that it would not require that the ISO 20022 standard is extended by yet another syntax (JSON). It is understood that this approach has already been proven for XML message instances, i.e. the Extended XML Encoding Rules (E-XER) produce XML encodings that closely match those described by an XML schema.

Disposition of comments
Actually, the need for an additional syntax such as JSON was expressed by some actors perceiving this syntax as the ideal candidate to support the proposed message models and this in addition to XML and ASN.1.
It is, however, not in the intention of the submitters to request, along with the submission of the proposed Business Justification, the official recognition of JSON as an alternative coding syntax; at least at this stage of the process.

Should some implementers of the resulting message models wish to demonstrate the benefits of such an additional syntax, it would then be a decision of the submitters to support this request with a revised BJ (as EPASOrg did in the past with ASN.1) or to allow any other third-party to submit such a request on their own.

We could, indeed, imagine that an implementer could rely on a “proprietary” JSON implementation of the messages for test and demonstration purposes prior to deciding to submit the new JSON syntax to ISO 20022 for endorsement (with or without the help of the submitters). 

It is not the intention of the submitters to convert ISO 20022 ASN-1 or XML-coded messages into JSON. The prior – natural - conversion process would be to translate the message models (issued from the ISO 20022 Repository) into the selected syntax (XML, ASN-1 and – possibly – JSON). This does not exclude, however, the possibility for some implementers to demonstrate the successful conversion of XML or ASN-1 coded messages into JSON and the other way around.
4. Chapter D., 3rd paragraph

As stated before if the submitters have plans to request that JSON be considered as an additional ISO 20022 syntax, the submitters should specify through which mechanism they intend to request this recognition of JSON. In this context, if the need for an additional syntax is perceived, it should be demonstrated what needs are identified that cannot be fulfilled by any of the existing ISO 20022 syntaxes, what alternative syntaxes there may be and to what extent the alternatives fulfil the requirements identified. It would be expected that such evaluation involves the ISO 20022 Technical Support Group (TSG).

Disposition of comments
We assume that if the request for a formal recognition of JSON as an additional syntax would occur, this would be done essentially for performance reasons and ease of implementation rather than considering that the existing syntaxes could or not support the proposed candidate messages. We take the assumption that - from a pure functional viewpoint - any syntax could be used to support the exchange of messages and that the only difference in using a given syntax instead of another one would be for reasons of a) performance and/or b) the actual support of the relevant syntax from an application point of view.
5. Chapter E., page 7, section entitled ‘Adoption scenario’

This chapter states the aspiration that a standard adoption at an early stage can ensure that no de facto standards can be established.

This principle would vindicate the earlier point regarding the BAH. If the opportunity were missed at this early stage to establish the BAH as the ISO 20022 standard header for the proposed ISO 20022 messages, a non-ISO 20022 proprietary header may instead become a de facto standard header for these ISO 20022 messages.

The submitters should therefore demonstrate that this decision has been considered with due diligence and care.

Disposition of comments
See our comments above.  Actually, in the absence of a BAH at the early stage of development of ISO 20022 card payment messages, the equivalent of the BAH header has been designed and adopted for all ISO 20022 card payment messages so that it became a de facto standard for the card payment industry and this prior to the issuance of the official BAH by ISO 20022.
Adopting a new BAH in addition to the existing headers would create discrepancies at the application level for most implementers who would have to support two different types of headers (existing ones and BAH) which would lead to additional costs at the implementation level but also in a maintenance process.

Whilst the submitters may consider the future smooth migration from the existing headers to the BAH ones, they are of the opinions that this should be seen in a longer term perspective and once most ISO 20022 card payment messages have been developed.
6. Chapter G., page 9, section entitled ‘Testing of ISO 20022 Candidate Messages’

As long as JSON has not achieved the status of a syntax supported by ISO 20022, any testing of ISO 20022 candidate messages is understood to have to be based on the XML or ASN.1 syntaxes. It should be clarified in the text of this section, which syntaxes will be used during the proposed testing efforts 

Disposition of comments
We fully support this view with the exception that no one should prevent testing a JSON implementation if an implementer so wishes. We, however, support the view that only ISO 20022-compliant implementations should rely on ISO 20022 XML and ASN.1 exclusively; at least in the absence of a formal recognition of JSON by ISO 20022.

Kind regards

Rainer Vogelgesang (rainer.vogelgesang@six-group.com) Swiss Commission for Financial Standardisation (www.scfs.ch)

US Response to New Business Justification TOKE

The proposed focus on payment tokens, specifically EMV tokens, is misplaced and ignores the existence, at least in the United States, of a history over the past 5 years or more, of the use of tokens issued by other entities in processing card payments (e.g., issuers, acquirers). Not only must this work focus on developing a standard to accommodate all payment tokens, it must also cover all types of tokens (e.g., acquirer tokens or “data security tokens,” issuer tokens, mobile app host tokens). Finally, the US firmly asserts that this work must also include a standard for the use of tokens in the mobile payments world of ISO 12812.

Disposition of comments
Actually, no focus or reference to EMV is made in the proposed Business Justification and, consequently, no one could argue that such a focus could therefore be “misplaced” since no reference of this type is being made in the document. 
The only reference about EMV in the BJ refers to the document entitled “EMV  Payment Tokenisation Specifications - Technical Framework” issued by EMVCo which is today the reference used by most international and national card schemes worldwide (including Visa, MasterCard, Diners, American Express, etc.) and which does not focus particularly on specific EMV implementations. This document is used as a basis for most token implementations, namely in the US.
The Business Justification also claims that the proposed new development will, at least, comply with this reference document by stressing also that a more generic approach will be followed if required by the market whilst maintaining a proper compliance with those specifications. This would, indeed, cover the use of mobile payment tokens such as the ones defined by ISO 12812 if and when appropriate.

Equally important, ISO 8583 messages also must accommodate these same tokens. TG1 has now created a subgroup that will maintain ISO 8583; that group must consider developing a similar standard for use in the bitmap context of that card processing standard, so that TG1 accomplishes its full mission. To do less would result in an incomplete standard. 

Disposition of comments
The proposed new development does not preclude at all the use of ISO 8583 for supporting payment tokens, on the contrary, and one can assume that the modelling approach followed by the proposed ISO 20022 development should ease the mapping process towards ISO 8583 instead of preventing it.

In a report released last week, the US Payments Security Task Force, comprised of the card brands, issuers, acquirers, and merchants, presented significant information about the use of tokens in card processing. 

Following is the link to this report: http://www.pymnts.com/wp-content/uploads/2014/12/US-Payments-Security-Evolution-and-Strategic-Road-Map-for-Release.pdf. 

Similar information is included in the draft White Paper written by the Migration Forum, dealing with the use of tokens for Card Not Present fraud, this is expected to be released in January. An article last week in the Bank Information Security magazine raises significant controversy about whether EMV tokens are sufficient for handling all of the security issues surrounding card payments. 

Following is the link to that article: 

http://www.bankinfosecurity.com/blogs/tokenization-emvco-falls-short-p-1784?rf=2014-12-15-eb&utm_source=SilverpopMailing&utm_medium=email&utm_campaign=enews-bis-20141215%20%281%29&utm_content=&spMailingID=7361434&spUserID=NTcxNDA4OTEyOTIS1&spJobID=581922343&spReportId=NTgxOTIyMzQz 

Disposition of comments
One of the reason for the submission of the present Business Justification is the need to act fast since any standardisation done in this matter a posteriori would lead to more complex options to be taken in a later standardisation process.

One should recall that most actors of the card payment industry are already implementing today token-based proprietary solutions in the absence of full-fledged official standards which are already creating today interoperability issues between those actors.
The references made above in the comments do support the view that standardisation has become a most urgent issue; hence the proposed new development. Those comments do actually support the rationale to act fast and in the most generic way.
Finally, X9 is currently developing a standard for data security tokens (X9.119-Part 2), which should be given equal credence by TG1. 

Equally critical, the use of tokens will become widespread as part of mobile banking/payments, as represented by the draft international standard currently under development by SC7/WG10 (ISO 12812). It is absolutely essential that the work of TG1 must recognize that all types of tokens may be used in the payment process, whether that process is of a card-based scheme or a mobile payment scheme AND whether that payment is contactless (proximate payment, including where the program operates as a “host card emulation”) or is a remote payment, made using the Internet (e-commerce) or the Internet browser of a mobile device (e.g., in a card not present environment). 

Therefore, in the United States, it is important for TG1 token messages to be able to transport all three of the tokens described above – NOT just “EMV payment tokens.” And it is equally important that these tokens also be effectively transported when they are used in a mobile payment environment. 

Disposition of comments
The proposed Business Justification does not restrict the use of tokens to a particular type of environment (contact, contactless, proximity payments, face-to-face payments, mobile payments, etc.) nor does it prevent to address card emulation solutions. 

Again, and to avoid any further confusion on the purpose of the proposed new development, there is no reference made to “EMV payment tokens” in the BJ and it is not the intention of the BJ to restrict the proposed standardisation work to EMV payment tokens.
The submitters do recognise the need to address all types of tokens to be used in payments and will welcome to use - as an input to their work – any additional draft standardisation, de facto  or reference document that would make the resulting standard the most universal and generic one.

Moreover, the US is adamant that the TG1 work MUST result in the greatest level of protection against fraud, enhance competition and provide the highest level of return on investment for commercial stakeholders who decide to utilize tokens; this means that any tokenization messages must be generic and NOT limited to proprietary technology. 

Disposition of comments
The Submitting Organisations fully support the approach presented above in terms of protection against fraud, enhanced competition with the highest return on investment for the relevant stakeholders of the industry and, again, the intention of the proposed BJ is to go behind the current situation of the proprietary approach used today in the absence of any available standard.
To be clear, the approach followed by the proposed new development is not to restrict this standardisation work to any “proprietary” technology, on the contrary.

Support for the US Position 
The following information summarizes the Task Force Report and the Migration Forum’s CNP White Paper. 

Tokenization Approaches 
Three types of tokens that may play a role: payment (or EMV) tokens; acquirer tokens; and issuer tokens. 

EMV (or more generically “Payment”) Tokens 
EMVCo released the first version of an industry-aligned tokenization specification that details a technical framework for securing digital payments in March 2014; however, there has been no release of the architecture for such tokens so that a more generic standard could be developed. These specifications describe a token as a 13- to 19-digit number that substitutes for and has the appearance of the PAN. Created by or on behalf of the issuer, it provides protection from when the payment is initially made to de-tokenization, or remapping from token back to PAN, in a secure token vault. According to the Task Force Report, deployment of payment tokens is under way, with initial use cases focused on mobile device payment enablement and card-on-file merchants, but broad market adoption will likely take several years. 

Acquirer Tokens 
Acquiring tokens, which have been in use for around 10 years, act as substitutes for PAN, expiration date and other sensitive account data shared between acquirer and merchant. These are created after the cardholder presents payment credentials, and allow for the removal of sensitive account data during storage. They are frequently used in card-not-present transactions like e-commerce, and are coupled with encryption. Acquiring tokenization solutions are proprietary, not based on an industry standard. Although they are not currently in place, they will play a role in reducing the PCI footprint of stakeholders in the payment industry, says the Task Force Report. 

Issuer Tokens 
Issuer tokens are also known as virtual card numbers. These are created by issuers to provide the means to reduce risk in specific use cases like commercial card applications, or consumer-oriented services. They resemble the PAN so merchants and acquirers are unlikely to know that they are using a token. 

International standards for the use of tokens in card-based payment processing systems are being developed by ISO TC68/SC7/TG1. These standards will apply to both current US card processing using ISO 8583 as well as for potentially future processing platforms build on ISO 20022. 

A tokenization approach currently used in merchant systems is sometimes called “acquirer tokens” or “non-payment tokens.” After the merchant sends the PAN to the acquirer, the acquirer returns a token in place of the card number. The acquirer stores the card number and related token in a secure token vault that can be accessed by the merchant whenever required. Implementing tokenization reduces the number of systems that must comply with PCI Data Security Standard (DSS) requirements and therefore offers some PCI DSS relief. Since tokenized data cannot be used for payments, the stored data is not valuable to criminals, so also provides merchants with protection from fraud losses resulting from data breaches. 

Other tokenization implementations involve replacement of an original payment credential (e.g., PAN) with an identifier (payment token) which may be used to complete payment and increase security. This approach reduces the risk of fraud from breaches both when used in new technology solutions and in existing payment systems.
Figure 1 – Payment Token transaction





Figure 2 – Payment Token request/response to a Token Service Provider by a Token Requestor








� EMV is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The EMV trademark is owned by EMVCo.
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