RA ID : CR0675

Change Request
for the update of ISO 20022 financial repository items
A. Origin of the request:
A.1 Submitter: nexo A.I.S.B.L 
A.2 Contact person: Philippe CECE (philippe.cece@ingenico.com ) / Pierre MOURA(pierre-moura@cartes-bancaires.com)
 A.3 Sponsors: nexo members
B. Related messages:
AcceptorAuthorisationRequest V06 (caaa.001.001.06)

AcceptorAuthorisationResponse V06 (caaa.002.001.06)

AcceptorCompletionAdvice V06 (caaa.003.001.06)

AcceptorCompletionAdviceResponse V06 (caaa.004.001.06)

AcceptorCancellationRequest V06 (caaa.005.001.06)

AcceptorCancellationResponse V06 (caaa.006.001.06)

AcceptorCancellationAdvice V06 (caaa.007.001.06)

AcceptorCancellationAdviceResponse V06 (caaa.008.001.06)

AcceptorReconciliationRequest V06 (caaa.009.001.06)

AcceptorReconciliationResponse V05 (caaa.010.001.05)

AcceptorBatchTransfer V06 (caaa.011.001.06)
AcceptorBatchTransferResponse V06 (caaa.012.001.06)

AcceptorDiagnosticRequest V06 (caaa.013.001.06)

AcceptorDiagnosticResponse V05 (caaa.014.001.05)
AcceptorRejection V05 (caaa.015.001.05)
AcceptorCurrencyConversionRequest V04 (caaa.016.001.004)
AcceptorCurrencyConversionResponse V04 (caaa.017.001.004)

StatusReport V06 (catm.001.001.06)

ManagementPlanReplacement V06 (catm.002.001.06)

AcceptorConfigurationUpdate V06 (catm.003.001.06)
TerminalManagementRejection V04 (catm.004.001.04)
MaintenanceDelegationRequest V03 (catm.005.001.03)

MaintenanceDelegationResponse V02 (catm.006.001.02)
CertificateManagementRequest V01 (catm.007.001.01)
CertificateManagementResponse V01 (catm.008.001.01)

C. Description of the change request:
Update specifications in order to be compliant with the next generation of the EMV Co specifications, include new secured algorithm and remove unsecured algorithms.
D. Purpose of the change:
Update AlgorithmCode to include relevant ECC algorithms used by the EMVCo Nextgen specifications
Inside the definition, qualify SHA1, SHA1With RSA, RetailSHA1MAC algorithms as Deprecated in order to remove it in a next maintenance process.

Add the following values:

· SHA3-224 [SH31]
· SHA3-256 [SH32]
· SHA3-384 [SH33]
· SHA3-512 [SH35]
· SHAKE128 [SHK1]

· SHAKE256 [SHK2]

· SHA3-256 CMAC with AES128[CMA2]

· SHA3-384 CMAC with AES192[CMA3]

· SHA3-512 CMAC with AES256[CMA4]

· SHA3-256 CMAC with DES112[CMD2]

· SHA3-256 With RSA [ERS3]

· Retail SHA3-256MAC [MCS3]

· AES DUKPT [DAES]

Inside the EncryptionFormatCode, add the following new value:

· ISO20038 AES Key Wrap [AEKW]
E. Urgency of the request:

 2017/2018 maintenance cycle
F. Business examples:
G. SEG recommendation:
	Consider
	X
	Timing

	
	- Next yearly cycle: 2017/2018
(the change will be considered for implementation in the yearly maintenance cycle which starts in 2017 and completes with the publication of new message versions in the spring of 2018)
	X

	
	- At the occasion of the next maintenance of the messages
(the change will be considered for implementation, but does not justify maintenance of the messages in its own right – will be pending until more critical change requests are received for the messages)
	

	
	- Urgent unscheduled
(the change justifies an urgent implementation outside of the normal yearly cycle)
	
	

	
	- Other timing:
	


Comments:

	Reject
	


Reason for rejection:
CR0675_Nexo_catm_SecurityUpdate_v1
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