RA ID : CR0655

Change Request
for the update of ISO 20022 financial repository items
A. Origin of the request:
A.1 Submitter: NCR
A.2 Contact person: Andrew Hamilton (andrew.hamilton@NCR.com)
B. Related messages:
ATMDeviceReportV02 (caam.001.001.02) and ATMDeviceControl (caam.002.001.02)
C. Description of the change request:
Enhance the ATMDeviceReport and ATMDeviceControl, together with the ATMCommandCode data types to enable the support of the standard ANSI X9 TR34 2012 scheme for the distribution of the symmetric public keys and the initial master key and the ANSI X9 TR31 2010 scheme for the distribution of other symmetric keys.
D. Purpose of the change:
Business justification:

For the PCI 3.X requirements, it has been mandated that the usage of the SHA1 encryption algorithm in remote key loading is deprecated in favour of the SHA256 algorithm. In order to comply with this mandate, the ATM vendors have decided to use the standard ANSI X9 TR34 2012 scheme for the distribution of the symmetric public keys and the initial master key and the ANSI X9 TR31 2010 scheme for the distribution of other symmetric keys.

All major ATM vendors have agreed to support the TR34 and TR31 functionality from 2017 in their encryption devices, as specified by the ATM device standard interface CEN XFS API version 3.3.
E. Urgency of the request:

ASAP given the PCI 3.X requirements and the commitment of ATM vendors to implement TR34 and TR31 functionality in their encryption devices as from January 2017 onwards.
F. Business examples:
· To be able to load a security key onto an ATM in a secure manner, using the latest standard scheme.
G. SEG recommendation:
This section is not to be taken care of by the submitter of the change request. It will be completed in due time by the SEG(s) in charge of the related ISO 20022 messages. 

	Consider
	X
	Timing

	
	- Next yearly cycle: 2017/2018
(the change will be considered for implementation in the yearly maintenance cycle which starts in 2017 and completes with the publication of new message versions in the spring of 2018)
	

	
	- At the occasion of the next maintenance of the messages
(the change will be considered for implementation, but does not justify maintenance of the messages in its own right – will be pending until more critical change requests are received for the messages)
	

	
	- Urgent unscheduled
(the change justifies an urgent implementation outside of the normal yearly cycle)
	X
	

	
	- Other timing:
	


Comments:

Cards SEG evaluation:

Card SEG Conference Call on the 30th of March 2017, 16:00 CEST:

Participants:

· Grooves, Ian

· Herwig, Reinhard

· Powell, Glenn

· Vanobberghen, William

· Sasor, Tomasz 

· Thiemann, Alan

· Cervenka, Karen
· Marchal, Robert
· Provost, Martin (nexo Acquirer Protocol)
· Cece, Philippe (nexo Acquirer Protocol)

· Hamilton, Andrew (nexo/IFX ATM Protocol)
The participants agree with the ATM message improvements described in the CR above and to implement this CR as soon as possible. The CR will be aligned with the TMS messages of CAPE.
	Reject
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