RA ID : CR0626

Change Request
for the update of ISO 20022 financial repository items
A. Origin of the request:
A.1 Submitter: nexo A.I.S.B.L. 
A.2 Contact person: Yves Desormeaux (yves.desormeaux@acceo.com)
B. Related messages:
a. AcceptorAuthorisationRequest (caaa.001.001.05)

b. AcceptorAuthorisationResponse (caaa.002.001.05)

c. AcceptorCompletionAdvice (caaa.003.001.05)

d. AcceptorCompletionAdviceResponse (caaa.004.001.05)

e. AcceptorCancellationRequest (caaa.005.001.05)

f. AcceptorCancellationResponse (caaa.006.001.05)

g. AcceptorCancellationAdvice (caaa.007.001.05)

h.  AcceptorCancellationAdviceResponse (caaa.008.001.05)

i. AcceptorBatchTransfer (caaa.011.001.05)

j. AcceptorBatchTransferResponse (caaa.012.001.05)

k. AcceptorCurrencyConversionRequest (caaa.016.001.03)

l. AcceptorCurrencyConversionResponse (caaa.017.001.03)

C. Description of the change request:
Add the following message element in the Card message element:
· EncryptedCardData with the multiplicity [0..1].
	Message Item
	Mult.
	Rule
	Usage

	Card
	[1…1]
	 
	 

	ProtectedCardData
	[0…1]
	 
	Present if Card.PlainCardData and Card.EncryptedCardData absent

	PlainCardData
	[0…1]
	 
	Present if Card.ProtectedCardData and Card.EncryptedCardData absent

	EncryptedCardData
	[0…1]
	 
	Present if Card.PlainCardData and Card.ProtectedCardData absent

	EncryptedType
	[1…1]
	
	Type of encryption (encryption scheme)

	EncryptedSensitiveDataBlock
	[0…1]
	
	Encrypted Sensitive Data Block (EMV Tags related to cardholder data)

	EncryptedPAN
	[1…1]
	Appli
	Encrypted PAN (based on encryption scheme)

	CardSequenceNumber
	[0…1]
	Appli
	 

	EffectiveDate
	[0…1]
	 Appli
	 

	ExpiryDate
	[1…1]
	Appli
	 

	ServiceCode
	[0…1]
	Appli
	 

	TrackData
	[0…1]
	Appli 
	 

	EncryptedTrackValue
	[1…1] 
	Appli
	Encrypted Track data (based on encryption scheme)

	CardCountryCode
	[0…1]
	Appli
	 

	CardProductProfile
	[0…1]
	Config
	 

	CardBrand
	[0…1]
	Appli
	 

	ContentType
	[1…1]
	 
	 

	EnvelopedData
	[1…1]
	 
	 

	Recipient
	[1…1]
	 
	 

	KEK
	[1…1]
	 
	 

	KEKIdentification
	[1…1]
	 
	 

	KeyIdentification
	[1…1]
	 
	 

	KeyVersion
	[1…1]
	 
	 

	DerivationIdentification
	[1…1]
	 
	

	KeyEncryptionAlgorithm
	[1…1]
	 
	 

	Algorithm
	[1…1]
	 
	DUKPT2009

	EncryptedKey
	[1…1]
	 
	


D. Purpose of the change:
Context:

· Reminder on the PlainCardData and ProtectedCardData message elements

· The PlainCardData message element is related to sensitive data associated with the card performing the transaction, and contains different XNL tags, such as PAN, ExpiryDate, ServiceCode and so on
· The ProtectedCardData message element is the replacement of the message element PlainCardData by a digital envelope using a cryptographic key; it’s the sensitive data of the card (PlainCardData, including the envelope) encrypted with a cryptographic key.
· To build the ProtectedCardData message element, the payment application must start by creating the PlainCardData message element and encrypt the PlainCardData to generate the EncryptedData XML tag of the EnvelopedData which is part of the ProtectedCardData message element. To do so, the payment application must have the value in the clear of the sensitive data associated to the card

· E2EE/P2PE context
· SRED (Secure Reading and Exchange of Data) mode enable PINpad allows (P2PE/E2EE) for sensitive cardholder data, based on different P2PE/E2EE schemes, like TransArmor, Voltage or any other PINpad manufacturers proprietary schemes. So, a payment application running outside of a SRED mode enable PINpad does not have access to the value in the clear of the sensitive data associated to the card, only to the encrypted value of the sensitive data associated to the card (encrypted PAN, Hash of PAN, EMV encrypted sensitive data block, key type and identification). 
· Because the payment application does not have access to the value in the clear of the sensitive data associated to the card, only to the encrypted value, it’s not possible for the payment application to build the PlainCardData message element and then encrypt it to generate the ProtectedCardData message element. So, a new message element is required to transport individual encrypted sensitive data values associated to the card in CAPE Card Payments messages in the context of the acceptor-to-acquirer transactions (caaa)

Business justification:

· Reduction or elimination of the PCI scope exposure of a merchant in the context of a fully integrated mode of the acceptance solution with an SRED enable PINpad, using E2EE/P2PE security solution
· As the payment application is not running on the PINpad, only E2EE/P2PE encryption data are available; this encrypted card data must be sent within the EPAS Acquirer request messages, in a new XML Card message element
· Because the payment application only have access to E2EE/P2PE encrypted card data, it’s not possible for the payment application to create, either, the Card.PlainCardData or Card.ProtectedCardData XML Card message element
Add functionalities to the messages:

· Enable the replacement of PlainCardData or ProtectedCardData message element by EncryptedCardData message element when payment card data is provided to the acceptance system from a PINpad using E2EE/P2PE method for secure communication of sensitive card data with the payment service provider
E. Urgency of the request:

Unscheduled urgent request to comply with recent PCI (Payment Card Industry) requirements.
F. Business examples:
· Fully integrated mode of the merchant acceptance solution with E2EE/P2PE enable on the PINpad

· The following diagram is a fully integrated solution where the payment module is deployed within the EPOS
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· The following diagram is a fully integrated solution where the payment module is deployed on a Payment Server
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G. SEG recommendation:
This section is not to be taken care of by the submitter of the change request. It will be completed in due time by the SEG(s) in charge of the related ISO 20022 messages. 

	Consider
	X
	Timing

	
	- Next yearly cycle: 2016/2017
(the change will be considered for implementation in the yearly maintenance cycle which starts in 2016 and completes with the publication of new message versions in the spring of 2017)
	

	
	- At the occasion of the next maintenance of the messages
(the change will be considered for implementation, but does not justify maintenance of the messages in its own right – will be pending until more critical change requests are received for the messages)
	

	
	- Urgent unscheduled
(the change justifies an urgent implementation outside of the normal yearly cycle)
	X
	

	
	- Other timing:
	


Comments:

Card SEG Conference Call on the 16th of June 2016:

Participants:

· DuVall Richard A.

· Herwig, Reinhard

· Powell, Glenn

· Sasor, Tomasz 

· Vanobberghen, William

The participants agree with the concept of the message improvements described in the CR above but ProtectedCardData [0..n] can be also used to implement that requirement.
	Reject
	


Reason for rejection:
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