RA ID : CR0399

Change Request
for the update of ISO 20022 financial repository items
A. Origin of the request:
A.1 Submitter: EPASOrg. 
A.2 Contact person: 
Louis JENNY, EPASOrg Technical Steering Committee Chairman, 
louis-jenny@epasorg.eu, +33 610 277 004
 A.3 Sponsors: not applicable.   
B. Related messages:
a. StatusReport  (catm.001.001.03)

b. ManagementPlanReplacement (catm.002.001.03)
c. AcceptorConfigurationUpdate (catm.003.001.03)
d. AcceptorAuthorisationRequest (caaa.001.001.03)

e. AcceptorAuthorisationResponse (caaa.002.001.03)

f. AcceptorCompletionAdvice (caaa.003.001.03)

g. AcceptorCompletionAdviceResponse (caaa.004.001.03)

h. AcceptorCancellationRequest (caaa.005.001.03)

i. AcceptorCancellationResponse (caaa.006.001.03)

j. AcceptorCancellationAdvice (caaa.007.001.03)

k.  AcceptorCancellationAdviceResponse (caaa.008.001.03)

l. AcceptorReconciliationRequest (caaa.009.001.03)

m. AcceptorReconciliationResponse (caaa.010.001.03)

n. AcceptorBatchTransfer (caaa.011.001.03)

o. AcceptorBatchTransferResponse (caaa.012.001.03)

p. AcceptorDiagnosticRequest (caaa.013.001.03)

q. AcceptorDiagnosticResponse (caaa.014.001.03)

r. AcceptorCurrencyConversionRequest (caaa.016.001.03)

s. AcceptorCurrencyConversionResponse (caaa.017.001.03)

C. Description of the change request:
Modification of the multiplicity of EncryptedData to optimise the key download.

Add other type of identification of the signer for a digital signature:
· For SignedData/Signer/SignerIdentification, change the type to have a choice between IssuerAndSerialNumber1 and KEKIdentifier1.

· Modify the multiplicity of SignedData/Signer/SignerIdentification to be optional.

The digital signature algorithm "Probabilistic Signature Scheme" is added to the security data model:

· Add in the Algorithm4Code code list, the code value: RSASSA-PSS ERSP " Signature algorithms with Appendix, Probalistic Signature Scheme (PKCS #1 version 2.1), - (ASN.1 Object Identifier: id-RSASSA-PSS)."
· Update AlgorithmIdentification4, adding an optional Parameter data element for RSA-PSS digital signature algorithm containing DigestAlgorithm [1..1], MaskGeneratorAlgorithm [1..1], SaltLength [1..1], TrailerContent [0..1].

Add the old SHA-1 (Secure Hash Algorithm), for digest algorithms and digital signature algorithms:

· In Algorithm5Code, add the code SHA1, HS01, "Message digest algorithm SHA-1 as defined in FIPS 180-1 and 2 - (ASN.1 Object Identifier: id-sha1)."
· In Algorithm4Code code list, add the code value: SHA1WithRSA ERS1 "Signature algorithms with RSA (PKCS #1 version 2.1), using SHA-1 digest algorithm - (ASN.1 Object Identifier: sha1WithRSAEncryption)."
Add data elements to the message component Parameter1 to define the encryption format, the padding and the encryption mode, and apply it to the KeyEncryptionAlgorithm and ContentEncryptionAlgorithm message items of EnvelopedData3.

Modify the type of StatusReport/DataSetRequired/EncryptedKey from ContentInformationType7 to CryptographicKey4, to be able to identify the type of session key used to protect the key to download.
Add to:
the code set CryptographicKeyTypeCode, the values AES192 and AE256, 

the code set Algorithm9Code, the values AES192CBC,…

D. Purpose of the change:

Protection of messages requires evolutions for various security environment and policies and the awaited service of key download:

· For data encryption, some cryptographic key management mechanisms are sending a protected session key, used to encrypt the data. 
When the purpose of data encryption is to provide an encrypted key, the session key to encrypt the key to transfer is useless, and no data encryption is needed.
· Traditionally, identification of a symmetric cryptographic key, is achieved through the X.509 Public Key Infrastructure (PKI) that certify the public part of the asymmetric key.
However, some legacy PKIs are using proprietary format rather than X.509 standard and need proprietary identification instead that X.500 names and X.509 certificate serial number.
Other security schemes are using digital signature with an implicit signer which cannot be identified.
· Addition of the Probabilistic Signature Scheme, the improved digital signature algorithm, used by some environments.

· Some legacy system are still using deprecated digest algorithms. They have to be integrated to facilitate the transition to ISO 20022.
· The format of encrypted data is only dependent on the cryptographic algorithm. Some security schemes mandate specific format as defined in X9 TR 31 or X9 TR34 which have to be added as a parameter of the algorithm.
The padding method may be also a parameters of the encryption.
· Expand the type of AES keys and AES encryption algorithms.

The cryptographic key download must be adapted to:

· Identify the type of session key that is exchanged between the point of interaction and the maintenance host.

· Allow the download of cryptographic with the protection of previously exchanged symmetric key.

E. Urgency of the request:

Publication of new message versions in April/May of 2015.
F. Business examples:
For some legacy systems, CAPE protocol will be implemented before the evolution in hardware security modules, of cryptographic key management mechanisms or cryptographic algorithms.

G. SEG recommendation:
	Consider
	X
	Timing

	
	- Next yearly cycle: 2014/2015
(the change will be considered for implementation in the yearly maintenance cycle which starts in 2014 and completes with the publication of new message versions in the spring of 2015)
	X

	
	- At the occasion of the next maintenance of the messages
(the change will be considered for implementation, but does not justify maintenance of the messages in its own right – will be pending until more critical change requests are received for the messages)
	

	
	- Urgent unscheduled
(the change justifies an urgent implementation outside of the normal yearly cycle)
	
	

	
	- Other timing:
	


Comments:

Card SEG Conference Call on the 30th of June 2014:

Participants:

· DuVall Richard A.

· Epaillard, Pierre

· Gygax, Martin
· Herwig, Reinhard

· Jenny, Louis

· Sasor, Tomasz (Apologised)

· Splittler, Pascal
· Vanobberghen, William

Resolution:

The participants agree with the concept of the message enhancements described in the CR above.
Next action:

The CR will be forwarded to the RA accordingly.
	Reject
	


Reason for rejection:
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