RA ID: CR 0213

Change Request
for the update of ISO 20022 financial repository items
A. Origin of the request:
A.1 Submitter: EPASOrg. 
A.2 Contact person: Louis JENNY - louis-jenny@epasorg.eu - +33 (0) 610 277 004
 A.3 Sponsors: not applicable.
B. Related messages:
a. StatusReport  (catm.001.001.01)
b. ManagementPlanReplacement (catm.002.001.01)
c. AcceptorConfigurationUpdate (catm.003.001.01)
d. AcceptorAuthorisationRequest (caaa.001.001.01)
e. AcceptorAuthorisationResponse (caaa.002.001.01)
f. AcceptorCompletionAdvice (caaa.003.001.01)
g. AcceptorCompletionAdviceResponse (caaa.004.001.01)
h. AcceptorCancellationRequest (caaa.005.001.01)
i. AcceptorCancellationResponse (caaa.006.001.01)
j. AcceptorCancellationAdvice (caaa.007.001.01)
k.  AcceptorCancellationAdviceResponse (caaa.008.001.01)
l. AcceptorReconciliationRequest (caaa.009.001.01)
m. AcceptorReconciliationResponse (caaa.010.001.01)
n. AcceptorBatchTransfer (caaa.011.001.01)
o. AcceptorBatchTransferResponse (caaa.012.001.01)
p. AcceptorDiagnosticRequest (caaa.013.001.01)
q. AcceptorDiagnosticResponse (caaa.014.001.01)
C. Description of the change request:
Add to the code list AlgorithmCode the values:
· DUKPT2009 (DKP9): DUKPT (Derived Unique Key Per Transaction) algorithm, as specified in ANSI X9.24-2009 Annex A.

· AdvancedEncryptionStandard128 (AES2): Symmetric block cipher that can encrypt or decrypt information with a 128 bits cryptographic key, approved by the Federal Information Processing Standards (FIPS 197 - November 6, 2001).
· AdvancedEncryptionStandard192 (AES9): Symmetric block cipher that can encrypt or decrypt information with a 192 bits cryptographic key, approved by the Federal Information Processing Standards (FIPS 197 - November 6, 2001).

· AdvancedEncryptionStandard256 (AES5): Symmetric block cipher that can encrypt or decrypt information with a 256 bits cryptographic key, approved by the Federal Information Processing Standards (FIPS 197 - November 6, 2001).

· BlockCypherMessageAuthenticationCode (CMAC): Message authentication code (MAC) based on a symmetric block cipher, defined by the National Institute of Standards and Technology (NIST 800-38B - May 2005).
Change the multiplicity of the message item AuthenticatedData of the message component ContentInformationType3 from [0..*] to [1..1]
D. Purpose of the change:

Evolution of cryptographic algorithms and standards:
· The 2009 version of the standard ANSI X9.24-2009, Annex A is implemented in all the hardware devices.
· Because of the security flaws and slow operation of the triple Data Encryption Standard (triple DES), it will be replaced by the Advanced Encryption Standard (AES).
· The message authentication code (MAC) must be a mandatory message item of the dedicated message component.

· The message authentication code (MAC) value must be unique, using a common session key.

E. Urgency of the request:

Publication of new message versions in April/May of 2013.
F. Business examples:
Protection of sensible card data, as well as message authentication code will use this symmetric block cipher.
G. SEG recommendation:
This section is not to be taken care of by the submitter of the change request. It will be completed in due time by the SEG(s) in charge of the related ISO 20022 messages. 

	Consider
	Y
	Timing

	
	- Next yearly cycle: 2012/2013
(the change will be considered for implementation in the yearly maintenance cycle which starts in 2012 and completes with the publication of new message versions in the spring of 2013)
	X

	
	- At the occasion of the next maintenance of the messages
(the change will be considered for implementation, but does not justify maintenance of the messages in its own right – will be pending until more critical change requests are received for the messages)
	

	
	- Urgent unscheduled
(the change justifies an urgent implementation outside of the normal yearly cycle)
	
	

	
	- Other timing:
	


Comments:

For PIN Encryption using the AES algorithm the outcome of the ISO SC2 analysis is necessary.
	Reject
	


Reason for rejection:
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